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ndustrial software developers confront a bewildering 
array of software-engineering techniques, each with 
its own promised benefits. When choosing between 
them, developers often rely more on what Norman 
Fenton calls “the unsubstantiated advertising claims 
and biases of producers, both academic and industri- 

al,”] than on the actual costs and benefits of these techniques. 
Companies are sometimes reluctant to be the first to enter 

new territory: V‘ithout a sufficiently large public body of evi- 
dence, new techniques may be considered too immature for 
commercial adoption. Many industrial companies have already 
invested a great deal of effort in their development process, 
which has normally undergone some form of certification to 
show that it conforms to acceptable standards, such as the I S 0  
9000 series. Introducing a new technology into that process is 
difficult if it requires fundamental change. 

A more acceptable approach is to introduce an incremental 
change whose overall effects can be identified and quantified. In 
this article, we report on the lessons learned during a study of 
one such change in the software-development process at British 
Aerospace Systems and Equipment Ltd. 
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VDM-SL: A SHORT EXAMPLE 

A model-oriented specification language, VDM-SL niedi- 
ates die specification of a system and inodels the system’s 
internal state using a matheinatical inodel in which data types 
reprcsent the classes of input and output values. System hnc- 
tioriality is inodeled hy hinctions a n d  operations working on 
values of these typcs. 

In the case ofa trusted gatemy, the messages read in by 
the gateway might be modeled a s  sequences of characters: 

Message = seq of char 
i n v  m == l e n  m <= 10000 

t i n v  . . . records an additional restriction 
that the length of 3 message may not exceed 10,000 charac- 
ters. A fiinction on messages might return a Boolean value 

f ‘ i ue  if one message is a submessage of another. This is speci- 
fied as follows: 

substring: Message * Message - >  boo1 
substring(sl,s2) == exists i,j in set inds s2 

\TILVl-SL defines the result of this function without sug- 
gesting a particular algorithm for searching the larger string. 
The constructors for data t p e s  aiid the ability to specify 
functionality without bias towards particnlar algorithms con- 
tribute to the language’s support for abstraction. Many more 
exainples o f  17DAII-SL can be viewed from the VDM 
Examples Repository at http://ww\~.ifad.dk/exai~ipIes/ 
examples.htnil. 

At BASE, we were interested in  
developing a security-critical system to 
levels of assurance that required the 
use of formal spccification for tnodel- 
iiig the security policy. O u r  study’s 
purpose was to  assess the  effect o f  
introducing a modest amount of for- 
mal specification in to  an existing 
development process. T h e  study did 
no t  attempt to prove the cost-effec- 
tiveness or technical value of formal 
methods generally. W e  also intended 
to introduce a relatively minor delta to 
tlie developmcnt process, so there was 
no stress on Sorinal proof - we used 
the  for  In a 1 specific a t  i on 1 an gua g c 

tern and software model- 
ing. 

T h e  study itself consisted of the 
parallel development by t w o  separate 
engincering teams of  a system compo- 
nent known as a trusted gateway. One 
team employed what we refer to as the 
co~nwr~tiovnl path:  T h c  conventional 
€3 AS E d eve 1 o 1) in en t in e t h  o d o 1 o gy 
using structured analysis with CASE 
too l  suppor t .  T h e  o t h e r  team 
employed what we refer to as thefir-  
mal  path: Essentially the sarne design 
process, but suppleinentetl with formal 
specification wherever they felt i t  
appropriate. 

To niaxiniize the two teams’ inde- 
pcndence, we enforced procedures 
such as ensuring that they remained 
physically scparated and could no t  
comiiiiinicate about the project. Wre 
designed the study’s structure so that 
tlie only difference in the  technical 
approaches employed in the two paths 
was the use of formal specification. 
This let us focus on how adding for- 
mal specification to the development 
process affected the cost and quality of 
the designs produced. 

System specifications are usually 
presented in a mixture of natural lan- 
guage ,  graphica l  no ta t ions ,  and  
pseudocode. A formal specification, by 
contr: ist ,  uses a precisely def ined  
inathematical language to descrihe the 
system properties. T h i s  leaves less 
room for ambiguity in the require- 
ments,  aiid also opens the  way for 
automatic checking for e r rors  and 
in  c o n  s i s t cn  ci e s i n r e  qui r e In en ts . 
Foriiial-specification lang-uages usually 
provide a variety of abstract, high-level 
constructs that permit the description 
of system properties without dealing 
with implementation details. 

In this project, we used the Vienna 
Development Method Specification 

Language, currently in the last stages 
of standardization under ISO.’,’ T h e  
box above shows a short example o f  
VDhT-SL. 

T h e  t rus ted  gateway system we 
dcveloped is a small but sccurity-criti- 
cal message-handling device. It acts as 
a filter between a high-security system 
anti less secure systems, ensuring that 
messages of high secrecy are not passed 
to systems deemed too  insecure to  
handle them. T h e  security-critical 
nature of the system called for a high- 
level of assurance under the ITSEC‘ 
standard, which advocates the use of 
formal techniques. In a full cornmercial 
product development, certification to 
ITSEC levels would be carried out by 
an accredited evaluator separate from 

BASE. In our study, costs prohibited 
taking the two designs through exter- 
nal evaluation. We did,  however,  
o b t a i n the  c e r ti fi cat i on  a u tli o r  i t 17’ s 
assurancc that our use of formal speci- 
fication would most likely not hinder 
the certification of this system. 

In this article, we do not dwell on 
the details of the application or the 
particular specifications developed; 
these have been reported elsewhere.’-‘ 
Ins tead ,  we focus on  the  lessons 
learned during each phase of the devel- 
opment. Our study included the main 
phases o f  the software-develop~~ient 
process a t  BASE: system ailalysis, soft- 
ware design, implementation, and test- 
ing. T h e  development process used a t  
BASE follows the “V” life cycle, with 
systeiii test plans produced along with 
designs at each stage. Each develop- 
ment team assigned one engineer to 
each phase, with a new engineer taking 
over whenever a new phase started. 

In addition to the two developrneiit 
teams, a monitoring team acted as 
central authority and customer, keep- 
ing records of the project’s queries, 
problems, and progress. Th i s  team 
recorded obsenations, including niet- 
rics, a t  different points during the  
development.  U7e first present the  
lessons learned from the comparisons 
of these observations, phase by phase, 
tlicn discuss lessons corninon to all the 
phases and the distribution of hurnan 
effort expended across each of the two 
paths. 

SYSTEM ANALYSIS 

T h e  system-analysis phase begins 
when the system5 engineer receives ‘I 

L U r tonz  el- r e g a z  r e i n  e n  t , a natura 1 - 1 an- 

I E E E  S O F T W A R E  

Authorized licensed use limited to: NAVAL GROUP (DCNS LORIENT). Downloaded on July 03,2025 at 13:00:03 UTC from IEEE Xplore.  Restrictions apply. 



Design 
consti aints 

Exceptions Function 

nx5r 4 

Conventional path Formal path 

F i p v e  1. The dzffeevence iz queiy paltems berueeii the tzzo p a t h .  

guage documen t  produced  by the  
client that details the product require- 
ments. T h e  systems engineer trans- 
forms this into a collection of num- 
bered clauses of roughly equal com- 
plexity. H e  then begins to produce a 
model of the proposed system, using a 
CASE tool. In  this project, we used 
Cadre's  Teamwork  CASE tool.  I n  
addition, the engineer on the formal 
path chose to produce a formal specifi- 
cation of 

+ t h e  data types in  VDM-SL, 
recorded in the Teamwork data dictio- 
nary; and 

+ the principal functions of the sys- 
tem, recorded in the process specifica- 
tions. 

During the analysis and modeling 
of the system, the engineer normally 
raises queries against the customer 
requirement. In the trusted-gateway 
study, these were submitted to  the  
monitoring authority in writing. T h e  
monitor returned writ ten answers, 
which gave us a log of the cpestions 
and answers so we could analyze dif- 
ferences between the two paths. 

At the end of the phase, both devel- 
o p m e n t  teams produced  a system 
specification and system test plan. 
These documents were reviewed for 
each path and feedback given to the 
separate developers. T h e  monitoring 
team performed a third comparative 

review, which kept a log of exposed 
deficiencies. S o  feedback from the 
comparative revien- went to the devel- 
opers. BLASE considered both engi- 
neers employed i n  this phase to  be 
equally qualified and to hare a similar 
background. 

Queries again s t re q u i r e m e n t s. M'h a t 
difference did the use of formal speci- 
fication make to this systen-analysis 
phase? W e  used the log of queries to 
track how well the two teams tackled 
the problems of misstated, incomplete, 
or ambiguous requirements. 

T h e  engineer on the con\-entional 
path submitted approximately 40 ques- 
tions; the engineer on the formal path 
submitted approximately 60. IT'e gave 
the actual queries to five other engi- 
neers - drawn from the systems, soft- 
ware, and quali" departments - and 
asked them to assign each query, witli- 
out knowing its source, to one of four 
categories: 

+ Fzinctio~7: to clarify the function 
the system must perform under nor- 
mal circumstances; 

+ Dntn: to  understand the data, 
data type, or data structure better; 

+ Exception: to determine what the 
system must do under exceptional cir- 
cuins tances; 

+ Design consmiiizt: to clarify design 
constraints under which the system 

would be developed. 
Figure 1 shows the difference in 

query pattern. T h e  team using the for- 
mal path appears to have focused more 
on the data and the exceptional condi- 
tions than the team using the conven- 
tional path. In particular, we consider 
the emphasis on the exceptional cases 
valuable in the requirements-capture 
process of security-critical systems. 

System-analysis lessons. T h e  systems 
engineer on the formal path said the 
main difference between formal and 
c o liven t i o n a 1 d eve 1 o p m e n t was the  
resu l t ing  model 's  h igher  level of 
abstraction. H e  also noted that early 
identification of the data needed by 
the system highlighted the boundary 
cases. O n  the negative side, he said 
abstraction skill is difficult to acquire 
and  requi res  experience,  and the  
analysis process was inore time-con- 
suming because he had to produce the 
formal specification in addition to the 
basic Teamwork  model .  F u r t h e r  
review and discussions with the sys- 
tems engineer produced the following 
insights: 

Effort is concei2t ixted in meas siiscepti- 
ble to  design e?-?-om Data definitions and 
exceptional behavior have traditionally 
been sources of design error in nies- 
sage-processing systems. A method, 
formal or  informal, that encourages 
concentration on  those areas could 
lead to  eventual improvements  in 
product quality. This was shown clear- 
ly during the coniparative review at 
the end of the system-analysis phase. 
We realized then that the engineer on 
the  formal  pa th  had  raised some 
queries to clarifjr the gateway's behav- 
ior under a particular combination of 
conditions that turned out to consti- 
tute an exception. This exception had 
not been identified as such in the orig- 
inal requirements document. T h e  for- 
mal specification was thus designed to 
handle the exception, but the conven- 
tional design, perhaps concentrating 
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less o n  the  description of data and 
exceptions, treated the situation as 
entirely norinal. ‘l’his omission in the 
requirements analysis came back to  
haunt  the  convent i o m  1 d eve 1 ope  r s 
some months later. 

Of course, this lesson depends on 
an appropriate choice of specification 
language. In our case, the concentra- 
tion on data niay in part be attributed 
t o  the  choice of a model-oriented 
l anguage  t h a t  emphas izes  da t a  
description. A language that stresses 
communication between processes, 
o n  t h e  o t h e r  h a n d ,  m i g h t  have  
proved less appropriate for this appli- 
cation domain. 

Using formal specification in sys- 
tem analysis seems to  push iniple- 
nient a ti o n  - d e p e nd  en  t d e s i gn  con  - 
strain t s to  the  background , 1 e t  t i n g 
the engineer concentrate on defining 
exactly what the system must do, not 
how it  should do it. BASF, generally 
considers this approach a good thing. 
However, project management must 
take this into account and not inter- 
pret the time spent on production of 
an abstract formal model as project 
slippage. T h e  phenomenon may be 
familiar f rom the  in t roduct ion  of 
structured-design methodologies. 

Specification style will be i n z n z a t w e  
at f irs t .  T h e  engineer did develop an 
abs t r ac t  sys t e  i n  spec i f ic  a t  i o n  , 
although we noted a tendency toward 
using farniliar constructs instead of 
exploiting the richness and variety of 
the formal notation. W e  expect that 
this problem will d iminish  as t he  
notation and its use become more  
familiar to engineers. 

Tool snppo~t is essential. T h e  engi- 
neer reported that the formal specifi- 
cation improved his ability to analyze 
the  system m o r e  thoroughly .  H i s  
abil i ty t o  tes t  a specification was 
essential, he felt, for gaining confi- 
dence in the specification’s correct- 
ness. 

SOFCWARE DESIGN 

Specialist software engineers use 
the system specification produced in 
the  first  phase to  produce  a more  
detailed rnodel of those system parts 
that are to be implemented in soft- 
ware. Designers niay employ more 
concrete data structures and usually 
describe the functionality in detailed 
pseudocode. 

I n  t h e  RASE s tudy ,  this phase 
resulted in designs and test plans from 
both development teams. T h e  fornlal 
path produced VDLM-SI, versions of 
type definitions and procedural speci- 
fications of functionality. ’I‘hc moni- 
toring team again reviewed and com- 
pared the documentation. T h e  engi- 
neers availablc for this phase had dif- 
ferent degrees of experience, which 
limits the conclusions we can draw 
from a comparison between it and the 
systcrn-analysis phase. T h e  cngineer 
on the formal path had more experi- 
ence ovcrall, hut was new to formal 
specification. 

Software-design lessons. I n  both  
paths, the engineers raised fiar fewer 
queries against the requirements in 
this phase than in the system-analysis 
phase. Most of the information sought 
related to the  understanding of the 
models produced in the systeni-analy- 
sis phase. It appears that the engineers 
consider the requirements to bc fixed 
and “correct” a t  this stage. 

T h e  reviews noted that the formal 
path’s software design was presented 
at a higher level of abstraction than 
would norrnally be expected. T h i s  
means tha t  more  design decisions 
would have to be made by the engi- 
nee r  imp lemen t ing  the  software.  
Whether or not this is desirable is a 
contentious issue, one best determined 
by the  skill of the  engineer who is 
implenienting the design. T h e  follow- 
ing lessons are relatively independent 
of the comparison between the two 
phases: 

Some duplication of‘ work c m  occur.  
T h e  engineer on the formal path fol- 
lowed his norinal design process: H e  
produced pseudocode for the  pro-  
posed functions before he translated it 
into VnM-SL for tool-supported test- 
ing. T h i s  is no t  the  most efficient 
method, but was comfortable for this 
particular engineer, either hecause 

+ the training had not given him 
the appropriate skills for refining the 
specification towards irnplernentation, 
or 

+ he was relatively expericnced and 
felt that the new technology did not 
improve his customary way of worle 
ing. 

Testing $inctionali<li m a y  encoii?-age 
ihzprovevients t o  original requir-emaits. If 
engineers in the later design phases do 
not  question the correctness of the 
system specification, errors introduced 
in the early stages of development may 
g.0 undetected until the testing phase. 
T h i s  may have cont r ibu ted  t o  the  

problem in the  conventional path.  
There may be greater opportunity to 
id en ti^ exceptions when functionality 
testing is available through abstract 
modeling, as in the formal path. 

Ti-az~zzng must be izppi.opi-late fir d@r- 
eiit development ioLec. \&‘e originally felt 
that the sanie training would be q p r o -  
priate for systems engineers and soft- 
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ware engineers alike. W e  would revise 
that view. The  system engineer’s task is 
to establish the logical abstract descrip- 
tion of the system’s functionality as a 
whole. This requires skills in abstrac- 
tion, functional specification, and data 
specification. T h e  software designer 
takes the abstract logical Specification 
and refines it toward implementation. 
This requires additional skills in func- 
tional refinement and consideration for 
the  implementa t ion  aspects of the  
design. 

IMPLEMENTATION 

In the implementation phase, the 
detailed software design for both paths 
was first written in pseudocode. T h e  
find code was then written in C and 
compiled using Microsoft’s Visual C++ 
compiler on an MS-DOS platform. 
One of the central authority’s software 
engineers designed a common user 
interface for the trusted gateway soft- 
ware, which we gave to both implemen- 
tation teams. This  permitted a blind 
coinparison of the two products, which 
could no t  be distinguished by their 
screen layout. T h e  implementation 
engineers tested the developed code 
with respect to the test plans produced 
in each path. As in the system-analysis 
phase, the implementing engineers had 
comparable qualifications and experi- 
ence. 

In an additional test, the engineers 
ran each of the final implementations 
against the test suites developed in the 
other path. Although the conventional 

path failed several of the tests dereloped 
in the formal path, the root cause of the 
failures was the same: T h e  condition 
that caused this fault had been detected 
in the formal path in the sl;stein-analysis 
phase, but had ne\-er been detected in 
the conventional path. The  convention- 
al development team il-rote a software 
patch to correct the problem. 

But had the trusted gateway been a 
commercial product developed with 
c o nve 11 ti on  a 1 t e c h n i que si t h e e r r o r 
would have gone undetected until the 
sofm-are entered sen-ice. Furthermore, 
had the design been subjected to exter- 
nal evaluation as a secure product, the 
documentation for all phases would 
have required revision and the design 
would have required re-evaluation. This 
would have inx-olved repeating a signifi- 
cant portion of the original de\-elop- 
ment effort. Although we cannot make 
a detailed quantitative estimate, we 
believe that this would have doubled the 
evaluation costs, \F-ith overall develop- 
ment costs increasing b>- 20 to 30 per- 
cent. 

Code characteristics. IT‘e compared the 
source code that each path developed 
for the kernel routine, which imple- 
ments the securityenforcing function. 
W e  found the McCabe complexity of 
this routine to be 74 on the convention- 
al path and 10 on the formal path, sug- 
gesting that the formal path produced 
better-structured and more-maintain- 
able code. Investigating the convention- 
al path’s source code before and after 
the  addition of the  software patch 
showed a significant leap in complexity. 

After the code was rewritten to correct 
the  deficiency, the  McCabe  index 
increased from roughly 10 to 74. This 
suggests that conventional development 
does not in itself produce more complex 
code, but tliat complexity can be intro- 
duced when the code is revised a t  the 
end of a development to correct prob- 
lems discovered late in  the  testing 
process. 

T h e  number of lines of code in a 
routine is not a particularly meaningful 
metric, although in the case of the ker- 
nel routine it is valuable because this 
routine is responsible for the same func- 
tionality in both implementations, The  
data in Table 1 indicate that the routine 
produced by the formal path is much 
more compact. 

T h e  ratio of lines of comment to 
code is a rough guide to the maintain- 
ability of the final system. T h e  differ- 
ences identified here, however, cannot 
be attributed solely to the use of formal 
specification: They  could also be an 
indication of the implementor’s ability. 

W e  tested the  trusted gateway’s 
speed of operation by passing a large 
block of messages through the system. 
T o  minimize external factors,  we 
installed the  software on  the  same 
machine for each test a i d  disabled all 
other applications. 

Table 2 shows the results. The  for- 
mal implementation spends roughly 
four times as long checking the system 
data as does the coiiventional imple- 
mentation. However, when the formal- 
path system processes messages, it does 
so almost 14 times faster than the con- 
ventional-path system. For a trusted 
gateway, which is designed to be set up 
once and then left to operate indefinite- 
ly, the relative speed of initialization is 
not a major factor in assessing system 
performance. T h e  software developed 
in the formal path would thus be con- 
sidered much faster than the conven- 
tional implementation. T h e  difference 
in performance identified here is, again, 
partly attributable to the software patch. 
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Implementation lessons. W e  derived 
the following lessons from the imple- 
mentation phase. 

Ewai~s detected late in the de.sigz pTpocess 
m e  expensive t o  c o n w t .  In addition to the 
cost of fixing the errors, the corrections 
may result in code that is poorly sup- 
ported by design documentation and 
difficult to maintain. 

An nhst?*act softwar-e desigz allows 
imp len fev ton  svme design decisions. T h e  
abstract nature of the software design 
produced in the formal path left some 
design decisions to the implementing 
software engineer. This  posed some 
problems for the engineer, who was 
more used to i~nplenienting software 
that had already been designed such 
that it required only final coding. The  
engineer experienced particular diffi- 
culties because he had not been trained 
in the use of TII)Iz/I-SL. 

Training iiz the use offoivaal speccifica- 
t i o n  i.s essential fov an enginee?? who will 
implemmt from n j b ~ r n a l  specqication. 
The ability to read a specification is not 
sufficient; the  t ra ining must  also 
encompass the concepts behind the use 
of formal specification. T h e  freedom 
left in the formal specification to  be 
resolved by the implementor should he * 
emphasized. 

PROJECT OVERVIEW 

W e  now turn to  the conclusions 
drawn from the development process 
as a whole, beginning with the costs 
associated wlth the formal specifica- 
tion techniques employed. 

Table  3 gives an overview of the 
cost distribution i n  the two develop- 
ment paths, broken down by both the 
percentagc of the allocated budget 
spent on  each activity for each path 

and by what percentage of the pro- 
ject’s cost each activity consumed for 
each path. If we restrict the effort 
spent  d u r i n g  the  system-analysis 
phase t o  the  actual  development ,  
removing effort spent for comparative 
reviews between the two paths and so 
forth, the formal path required rough- 
ly 25 percent more person-hours than 
t h e  convent iona l  pa th .  Available 
resources limited neither engineer. 
Both underspent the budget - by 25  
percent in the conventional path and 
by 12.5 percent in  the formal path. 
W e  have not included the time spent 
on training and external consultancy 

because these tasks would n o t  be 
needed for subsequcnt projects that 
used formal methods. 

In the software-design phase, the 
engineer in the formal path had inore 
experience. This resulted, we feel, in 
the formal path requiring less effort to 
complete than the conventional path. 
Taking this into account, the BASE 
engineers estimated that the effort in 
the phase would be similar in both 
paths if equally experienced engineers 
had been available. 

In the implementation phase, the 
formal and conventional paths took 
the same amount of effort t o  c o n -  
plete the first version of the system. 
T h e  conventional implementat ion 
r e  q u i I- e d rework , however  , which 
increased t h e  e f for t  requi red  by 
roughly 15 percent. Both tasks were 
completed within the allocatcd bud- 
get. As a percentage of the overall 

project, the formal implementation 
took 13 percent of the effort, the con- 
ventional implementation took 17 
percent. 

Compar ing  t h e  effor t  over  the  
entire development, the formal path 
did not incur an overhead. T h e  over- 
all effort required was slightly less 
than that of the conventional devel- 
opment, but not significantly so. This 
result tends to confirm the conven- 
tional wisdom that formal specifica- 
tion adds to costs in the early stages 
of the developnient process, when 
engineers analyze system require- 
ments, but that this additional effort 
is recovered in the later stages. This 
change in the effort profile is also 
typical of the introduction of struc- 
tured-design methods,  which pro-  
mote systems understanding before 
developnient. 

Using formal specification. For the nies- 
sage-processing systems developed by 
BASE, we can divide into two parts 
the use of formal specifications in a 
developmciit process controlled by a 
structured methodology: data model- 
ing and functionality definition. 

Using formal specification in data 
modeling is valuable: Data definitions 
written in a common, implementa- 
t i  on-  i n d e p end en  t in ann  er  l e t  this 
information he passed through the 
various development phases without 
t ransformation,  a l though detail is 
added until the system is implernent- 
ed. T h e  rigor required to define the 
data using a formal  nota t ion  also 
forces the design er to  question the 
customer or clarify assumptions about 
the data very early in the development 
process. 

W e  do not consider formal specifi- 
cation of fhct ional i ty  advantageous 
when the required function could be 
written unambiguously or specified 
us i n g existing and w el 1 -understood 

I E E E  S O F T W A R E  

Authorized licensed use limited to: NAVAL GROUP (DCNS LORIENT). Downloaded on July 03,2025 at 13:00:03 UTC from IEEE Xplore.  Restrictions apply. 



processes. As Jonathan Bowen and 
Michael Hinchey point out, we must 
determine exactly when it ic. advanta- 
geous to use formal specification.8 W e  

VDM-SL Toolbox used ASCII, but the 
engineers also claimed that i t  eased 
their presentation of formal specifica- 
tions to  colleagues unfamiliar with 
mathematical notation. TT’e learned 
from this that the mathematical nota- 
tion used bl- experts ma!- be a barrier to 
the introduction of formal specification 
in an industrial enT-ironment. 

What did formality contribute? .kt several 
points in this article, n e  have suggested 
that some of the success of the formal 
modelinc exercise could be attributed 

refinement steps. 
Although the formality of VDM- 

SL played an important role in  the 
gateway’s development,  i t  did n o t  
greatly affect the engineers’ use of the 
language. T h e  formal semantics were 
not looked into directly and the traiii- 
ing given was similar to that which 
would be available for an informal lan- 
guage with the same abstraction fea- 
tures.  T h i s  suggests, b u t  does n o t  
prove, that the costs of using a formal 
language as the basis for system design 
are not excessive. 

v 

conclude that formal specification is to the choice of a model-oriented spec- 
usefiil when ification language. M’e have also Tool support. Formal specifications 

+ there is a complex data structure observed that the stud!- made no use of need not be executable, but they can be 
that must be handled correctly; formal proof. Suppose we had used a checked for syntax and some semantic 

+ a precise function definition is language with the same facilities as errors and, when they are executable, 
required when a simple function is \DM-SL, but only an informal seman- they can be tested. Tool  support for 
needed, but it is vital that the function tics. Would the same benefits have some of these aspects is still emerging, 
be implemented correctly; or been gained? If proof is not exploited, but the tool set used in this project - the 

+ complex funct ional i ty  is in -  what does the formality of the specifi- IFAD VDM-SLToolbox”J’ -supports 
volved, when there are many choices cation language contribute? syntax checking, extensive static semantic 
to be made or inany exceptional con- By using a language with an checking, LaTex prettyprinting, test- 
ditions arise. extremely rigorous semantics, the cus- coverage analysis, interpretation, and 

tomer, developer, and external certifi- source-level debugging. 
cation authority share an agreed basis T h e  toolbox’s interpreter for exe- 

LA E for specification analysis. Indeed, the cutable specifications proved valuable in 
level of assurance sought by BASE for allowing specification tests right from the 

Although this study used VDM-SL, the trusted gateway required the use of early system-development phases, as well 
we believe that similar results could be a formal specification language. T h e  as increasing the rate at which the engi- 
obtained by using other model-orient- formal statement of the trusted gate- neers acquired skill in the specification 
ed formal-specification languages that way’s security policj- has been studied language. By the end of the development, 
have tool support for interpreting an by an external evaluation authority, we felt that the use of this tool was cen- 
executable subset of the notation. who reported that it would meet the tral to the project’s success in introducing 

Different specification languages are requirements for certification a t  the formal techniques. During the formal 
suitable for different a p p l i c a t i ~ n s . ~ , ’ ~  level of assurance required were it sub- development, the interpretation facility 
Experience from other applications mitted as part of a product develop- proved particularly valuable in guiding 
shows that the choice of specification ment. the engineers’ understanding of the lan- 
language is crucial for the success of tlie ~ A second benefit of using a language ~ guage. The test-coverage feahire allowed 
given application.” Specifically, the ’ with formal semantics is that doing so selection of test cases such that all parts 
notation must focus on concepts that opens the way to exploiting proof when of the model were exercised. 
are fundamental to the given applica- the engineers feel it will be valuable or It has almost become a truism in the 
tion domain. when seeking higher levels of assurance formal-methods community that the 

In our project, the engineers pre- demand it, as is already the case with availability of high-quality tools is 
ferred to use an ASCII representation some safety-critical software. W h e n  essential for the successful introduction 
of VDM-SL over the more commonly i that happens, we expect to introduce 1 of formal specification into document- 
used matheinatical notation, although proof gradually into the development ~ ed development  processes on  the 
ASCII is more verbose. They probably ~ process by first concentrating on vali- 
made this choice because the IFAD dation of critical properties and then ~ 

(Instituttet For Anvendt Datateknik) eventually moving on to verification of 

industrial 

Training needs. Tlie study also gave us 
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some understanding of the  training 
needed to introduce formal specifica- 
tion into the development process. W e  
found that a basic, onc-week course in 
formal specification and the  IFAD 
VDU-SL Toolbox was sufficient for 
using formal specification to the extent 
neccssai-y in this project. Short one- or 
two-day supplementary courses would 
better meet the specific needs of soft- 
ware designers and implementors.  
Adding training in proof would intro- 
duce a much greater overhead and was 
not required to meet the assurance lev- 
els required by this project. 

Our study a t  BASE found that intro- 
ducing formal specification into a devel- 
opment process has a training overhead 
that is typical of any new technology 
introduced into a company. W e  found 
tliis encouraging. The  engineers, who in 
general had no background in formal 
specification, found its application 
straightforward. Consultant support 
from an expert user was essential when 
the engineers started to apply the tech- 
nique. In the longer term, we also see a 
modest level of such support as valuable 
in improving specification skills: raising 
ahstraction where appropriate, becorn- 
ing familiar with more of die language, 
and so on. 

Introducing new technology. The  intro- 
duction of a new technology to the 
development process is no t  simple. 
Those involved must be convinced that 
it adds to rather tlun detracts from their 
cstablished way of working. In most 
cases, as engineers learn a new technol- 
ogy they perform more sloivly the task 
it affects. 

The  learning delay became particu- 
larly obvious during the software-design 
phase, when the engineer initially devel- 
oped thc software design using coiivcii- 
tional pseudocode before he did so 
using the formal notation. Only over 
time will a new technology’s full bene- 
fits be realized - a concern that is not 

Development process. T h e  use of for- 
mal specification can complement  
structured or object-oriented develop- 
m e n t  methodologies .  F requen t ly ,  
specifications for large systems are so 
complicated you cannot analyze them 
until they have been decomposed into 
functional blocks,  data blocks, o r  
objects. Formal specification can most 
advantageously enhance certain devel- 
opment processes, such as obtaining a 
detailed understanding of the critical 
parts of the system and the data used. 

1 he evolutionary rather than revolu- 
tionary approach we took in this study 
helped us easily integrate formal specifica- 
tion into the existing development 
process. 

? _  

BASE‘S future. As a result of perforin- 
ing this study, BASE now has a nucle- 
us of personnel  who  have  been  
exposed to formal specification and 
can  apply  the i r  new skills where  
appropriate in  other project teams. 
To promote the  use of these tech- 
niques within the company, we have 
planned a series of internal presenta- 
tions that describe the results of the 
study and where formal specification 
is appl icable  i n  t h e  deve lopmen t  

expects to gradually change 
its development process as a result of 
this study. This  change will permit 
t h e  use  of fo rma l  spec i f ica t ion  
toge ther  wi th  o the r  techniques to  
increase the rigor of system specifica- 
tions -- mainly for applications with 
critical functionality, at least initially. 
BASE has alreadv auulied VDM-SL 

or deny the value of formal specifica- 
t i o n  gene ra l ly .  T o  d o  so  would  
require a large-scale “clinical trial,” 
not a sample-size one! Nevertheless, 
BASE feels that we have some evi- 
dence on  which to  base a modifica- 
t i o n  t o  i ts  ex is t ing  deve lopmen t  
processes that will encourage analysis 
a t  ea r ly  deve lopmen t  s tages .  We 
offer some final conclusions: 

+ Formal  specification’s use in  
o u r  deve lopment  process did n o t  
impose  a significant cost  o r  t ime 
overhead across the entire develop- 
ment. 

+ F o r m a l  spec i f ica t ions  can  
improve understanding of the system 
be ing  developed and  can prevent  
e r r o r s  f r o m  b e i n g  p r o p  aga t c  d 
through the development process. 

+ Formal  spec i f ica t ion  can  be  
integrated gradually into a tradition- 
al, existing development process. 

+ Formal specification’s benefits 
a r e  mos t ly  ob ta ined  in  t h e  ear ly  
stages of development. 

i I I  

in the development of a subsystem in 
a larger secure system that required a 
high level of evaluation. 

+ Formal techniques can be used 
by engineers  after as l i t t le as one  
week’s training, if expert support is 

he BASE study set out to pro- available when they first apply the  
vide evidence on the effects of techniques. 

in  t ro  ducin g for ma I specification in  + Form a1 - s p eci fi ca ti on nota ti on  
projects that could benefit from the ~ mus t  be suppor ted  by industrially 
use of a formal  language ,  such  as ~ applicable computer-based tools that 
those that must attain high assurance 
levels. W e  did not  intend to confirm ’ which allows test-case examination. 

limited to formal specification but that 
applies to any new technology. 

provide specification interpretatio 
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